
NonStop PCI Compliance. 

Ticking the checkbox.
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About XYPRO
• Proven Performers & Business Partners

– Founded in 1983

– HP NonStop server security since 1990

• Fast Response Team
– 24 x 7 Support service– 24 x 7 Support service

– Quality driven, growing company

• HP / XYPRO Relationship
– Long-term relationship between XYPRO and HP 

(Tandem/Compaq)

– HP helped publish XYPRO security handbooks

– Used to secure HP internal systems (20+ nodes)
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XYGATE:  The Suite
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• Safeguard

– Allows you to limit repeated logons
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• Safeguard

– Userid’s can be deleted on a individual node basis

• XYGATE Safeguard Manager

– Delete multiple users from multiple nodes 

simultaneously
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XYGATE Safeguard Manager (XSM)
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Added value: XYGATE Safeguard Manager (XSM)

• Enhanced research and reporting makes it easy to:

– Create multi-node lists of protection records that include 

obsolete userIDs and remove the user entries with one click

– Compare global parameters, userID/alias configuration, 

or object protection records across nodes

– Create multi-node lists of frozen or expired userIDs– Create multi-node lists of frozen or expired userIDs

– Create multi-node lists of userIDs that have 

not logged on within a given period of time

– Create multi-node lists of userIDs or passwords 

that will expire within a selected number of days

• XSM provides a Personnel Database that allows the customer 

to link NonStop userIDs to an actual person, as well as 

storing the user's phone numbers, address, department, 

shift, supervisor name, and other customizable information
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• There is no native control for logon access to 

the HP NonStop using IP addresses.

• XYGATE User Authentication (XUA) enables 

logon controls via IP address
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XUA Functional Highlights
• Node conditional processing

• Granular logon control

– Authenticate_fail_freeze (this can be permanent or 

temporary)

• Restrictions can be configured by IP, requestor, others…..Restrictions can be configured by IP, requestor, others…..

• LDAP Setup

– Bring NonStop into enterprise SSO

• Dynamically map existing Guardian users

– Regular Expressions means very little configuration 

– no need to maintain additional USER id database

• Very granular audit

• Reporting
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• There is no encryption capability shipped 
with every NonStop server.

• XYGATE File Encryption (XFE) and XYGATE 
Encryption Library (XEL) both enable strong 
encryption for data stored on the HP 
Nonstop
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XYGATE Encryption Library
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XYGATE Encryption

• Added Benefits

– XYGATE Encryption is NIST validated to the 

FIPS 140-2 standard

– Used by VISA, a PCI-DSS founding 

organisation!

– Column level encryption is secure on disk, 

on backup media, and in transit.
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• Native file-integrity monitoring or change-
detection software does not exist for the HP 
NonStop

• XYGATE Merged Audit (XMA) will monitor 
events and create alerts.

• XYGATE Security Compliance Wizard (XSW) 
will monitor file integrity and report 
differences
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splunk®>

17XYPRO Confidential



18XYPRO Confidential



XYGATE Security Compliance Wizard (XSW)
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PCI compliance is achievable

• Native tools can tick many of the check 

boxes

• XYGATE tools tick the boxes that native • XYGATE tools tick the boxes that native 

tools can’t

• XYGATE tools add functionality, reduce 

workload. Allow you to work smarter!
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PCI Minimum Requirements 

Paper out soon!!

• Please leave a business card at our 

booth to register your interest

• Maybe win an iPod
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XYPRO
www.xypro.com

Sean.Bicknell@xypro.co.uk
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