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e XYPRO Overview




ABOUT XYPRO

e Proven Performers & Business Partners
— Founded in 1983
— HP NonStop server security since 1990

e Team
service |
, growing c




Regulatory compliance
The international minefield of digital

information
;aer:::,':; Basel Il Electronic Ledger
i Capital Storage Law (Japan)
SEC 17a-4 Evidence Act Accord
(USA)

11MEDIS-DC (Japan)
HIPAA (USA)

ISO 18501/1850¢ AIPA (ltaly)

GDPdU and GoBS
(Germany)

FDA 21 CRF
Part 11

NF Z 42-013 (France)

Sarbanes-Oxley Act

BSI PD0008 (UK

(USA) Public o
Records Financial ,
Office (UK) Services [ﬁF]

Authority (UK) lavent
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» X¥YPRO in the News

JAN 200% - X¥YPRO Publishes " Auditor's
Checklist™ for HP NonStop Servers

NOV 2007 - X¥YGATE /MA adds support for
BASEZ4 Audit

OCT 2007 - X¥YPRO Supports Single Sign-0On
with LDAP

JUL 2007 - X¥YPRO "PCI™ Soluions Paper
for HP NonStop Servers

JUN 2007 - X¥PRO Expanding to Meet
Greater Demand for XYGATE Security
Solutions

MAY 2007 - Get focused on your security by
attending the HP Technology Forum and
Expo 2007, June 1% - 21in Las YWegas.

JAN 2007 - X¥YPRO writes the book on
Security. Again.




XYGATE Security Suite

Safeguard
PRO
Simplify & enhance

Safeguard
environments

*User, alias, globals,
object ACL mgmt

*Dynamic object
security

*Password quality
& updating
*User authentication

XYGATE
GUI

Access

— PRO

Grant privileges
according to
job function

*Access control
*Process control
*CMON logon
control & load
balancing
*Spooler & print
job management

NonStop Server Platform Security

Audit
PRO

Consolidate audit
data across
many nodes

*Multi-node view
*Multi-source
audits: XYGATE,
Safeguard . ..
*Single repository
for all audit data
eAutomatic alerts

Compliance

Encryption

PRO

Develop & monitor
security policy
compliance

*Multi-node data
collection & view

*Best practice
analysis

*sAnomaly &
exception mgmt

*System integrity
checks

PRO

Protect business
data: at rest
and in transit

*Full crypto library

*Multi-platform
support

*ESDK to crypto-

enable via APIs
*File encryption
Static key mgmt
*Session security

Multi-platform
Encryption
Software




Typical Safeguard Audit




XYGATE Merged Audit

Safeguard - Single Node

A

6afeguard< XYGATE MA . Audit

Audit Report
Email

EMS/SNMP

Message
. SYSLOG
Filter
QL Audi
Table

GUI
Monitor




XYGATE Merged Audit

Multi-Audit - Single Node

Safeguard

JDBC/MX
Audit

BASE24
Audit

XYGATE MA

@
Filter

A 4

QL Audi

Table

Audit
Report

\ 4

Email
Alert

EMS/SNMP,
Message

SYSLOG

GUI
Monitor




XYGATE Merged Audit

Multi-Audit — Multi-Node

Log Logic

RSA

enVision

\NODE-C | \NODE-B \NODE-A
Safeguard Safeguard XYGATE MA
Audit Audit

XYGATE
Audit

XYGATE
Audit

EMS
Audit

EMS
Audit

ODBC/MX
Audit

ODBC/MX
Audit

JDBC/MX
Audit

JDBC/MX
Audit

BASE24
Audit

BASE24
Audit

ODBC/MX
Audit

JDBC/MX
Audit

BASE24
Audit

Filter

Audit

A

Report

Email
Alert

EMS/SNMP
Message

SYSLOG

Custom

GUI
Monitor




NonStop and CLW
Basic architecture "

- N

The CLW comes with
CLW Log Adapter for - alog Adapter that =

XYGATE

< >
I EMS I
EVENTS

Merged Audit XYGATE can process
1 NonStop events
IAFEGUARI passed by the
UDIT TRAI
XYGATE Merged

Audit product from
XYPRO

NT DATAB

XYGATE
EVENTS

EEVENTS

o

Component
from

Compliance
Audit Reports

Report Engine

I
I
’

Future product plans, dates, and functionality are subject to change without notice.



XSW

Security Compliance Wizard

¥ Status Page

B

_ XYGATET
Security Compliance VWizard

Task Guide

Configure Hon5top node environments
Setup collection cotena
Download collecton data

Create adhoc queries and reports on data

Create or update system analysis policies on data

Review spstem analyziz policies and take action on faures
Generate system analyziz policy repots

Generate Best Practice policy repots

Review Beszt Practice policies and take action on faduaes

Repeat cycle at desired intervals



XSW

Security Compliance

Screen showing collection options,;

Mode and Disk Selections:

batched or mmediate

v & complete collection of all resources.

Thiz zelection will tigger automatic

=[S M

-~ [A$5YSTEM
= [ 57000
[ |4 Disks]

- []3DaTA2

- 1 4DATA

loading of Best Practices.

ar Select Besource Entities

Usersfbliases

Guardian Files
Pathwayz
Processes
Safequard

Mebwarkz

Sealect nodes and disks

Sealect entitiesto
collect
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XSW

Security Compliance

Screen showing policy results

+- 58] Audit Policy Class

Auditor Policies
My Test Class
M5 Policies
Pathway Policies
Uszer Policies

s 5w -5tandard-Policies

--arm Edit Files not secured
--wm Filez Progid & Licenzed
--wm Frozen Users
--wm Local Owner
—wm No default subvol
-~ wm (bjects wfProgid
- prior 1994
s Prior 2000
—wm Progid Programs
-wrm P Subvols
-orm P Super Owner
- & Super Aliazes
Super Progid
—wm Super user Local owner
—uwrm User not secured

Green ruler passed!

Red ruler failed!




XSW

Security Compliance

Screen showing policy results

= System Policy Analyzer {PROGID Files not Super) - |I:I |_3
— Palicy Analyzis
Statuz = Failed
Palicy Clazz: IXSW Paopular Policies LI Palicy Mame: IF"HEIGID Filez niot Super ;I
Lagt Proceszed on: 11/05/2004 12:25:16 Pk Collection Used: =5 Demo Collection ﬂl
Predicate  Guardian [Progid] AMD [Qwner HOT = 255,255] Export |
on Entity:  Files

Failed Results [153] Policy Exclusions [0] I Rezalved Log [0] I Sumrnary Maintenance I

Tracking_Mo | Besaolution | Current_Statuz | Guardian_File_Mame Group_Id | Uszer | =
Failed MSMLEDISCA TESTM. TFOPERDZ a0

Failed WSikLEDISCA TESTOZ TFOPERDZ 20

Failed MSIMLEDISCA TESTM. TFOPERDS a0

F ailed WS TO00 $DATAS P2ODNTST =Y GATEPO 222

Failed WS T000. $DATAR P2OELTST S GATEPHM 222

Failed NS V00035 YSTEM HYGATESP. TESTO 222

Failed WSk EDISCA P1EDY A LA METPASS 222

Failed MSikLEDISCA P15DYALA OMNETPASS 222

F ailed WSkl EDISCA P1EDY A4 T EATERD 222

Failed | WS V000 $DAT A P180VASS NETRPASS 222 _|;|

»

O W0 OO0 e O | L) O

—_

Exclude | Erint kemo | Hiotes Wiew Log Select All | rzelect |




4 Access Analysis Mapping

Access Mapping

Objects by ¥05 | Objects by Safeguard Objects by Guardian

—5Selections for Node O

Collection Used: X Full Collection
Guardian Query Type Guardian Users

Dataset Used: BP_20071027_1235

Guardian File Name or Wildcard

|Flesby User =] |XYPRO.BARRY (222,11) v | |ssystem.*

— Total Files Found: 25417

File_MName

Guardian_File_MName

Group_Name

User_MName

Sub_ Volume: ADSE0E0

ESYSTEM

CUSTFILE

R ESYSTEM ADRBDED CUSTFILE

SECURITY

ESYSTEM

ZFEDDOOZ

W ESYSTEM ADRRDED ZFEDODDI

SECURITY

ESYSTEM

ZMPODD0A

RCESYSTEM. ADREDED ZMPOODDE

SUPER

ESYSTEM

ZMPODDDG

B ESYSTEM. ADBE0E0 ZMPOODDS

SUPER

ESYSTEM

ZPHIS030

B ESYSTEM. ADBE0E0 ZPHISDE0

SUPER

ESYSTEM

ZPHIFI

BLESYSTEM. ADSEDED. ZPHIFI

SUPER

Sub Volume: ADSSIOD

Sub Volume: CARL

Sub_Volume: CONFDISK

I Suh Walime TR FIFWE




XSW

Security Compliance

« HP NonStop Security Handbooks
. Alphabetlc listing of system processes




Best Practice
Report

XYGATE/Security Wizard Policy Report

Best Practices Detail Report

Node Name: \XYS7000

Dataset Name: BP_20040928_0850
for Failed Policies

BFId Dlrject Name Recommended Valus Discovered Valus Reference Best Pracctice Description

BF-DEVICE-DBITYFE-D2{FAIL)

CEIECTTYPE DEVICE 755,255 K353, wol 1, Part 5, Py L&4  The Security Adminktrator userd or
SUPERSUFER should ke the primary
owmer of the DENICE DRIECTTYPE
Reecord, If the Seourky Adninistrator
wserid s not the primary own, it
st hawe Ehe (O wner priviiege so
that &t can menage al ORIECTTYRE
Records,

BP-DISH-OBITYPE-OL{FATL}

CEIECTTYPE DISKFILE RO WALUE OF DRIECTFD Wol 1, Part 3, Fg 177 The DESEFILE ORIECTTYPE Record
shuld e creted o coniral who
allowed o create Protection Records
for b variois files on the system. If
the DISKFILE ORIECTTYRE recond
scusnt s, any kocal member of
the SUPER group can 2dd DISKFILE
Records.
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