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NonStop® DSPP Partner
since 1987.

Based in Toronto, Canada.

Develop, Support and
Distribute Security and Audit
Solutions for the HP
NonStop® Market.

Strong skill set and
experience in data security
technologies.

Focused on Product and
Customer Growth.

About CSP

Business Partner
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About CSP

Over 250 Customers and over
1000+ licenses World Wide

Customers include: Business Partner

— largest banks ®
— Major Stock Exchanges (ﬁﬁl
— Defense and Healthcare

organizations invent

— Telecommunications
providers

— Manufacturers

CSP Products are; Intearity Read ®
— ltanium® / Blades ready. 9 typc.rme); (éﬁ]

— Innovative. invent

— Easy to use with GUI
interfaces.
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Partners & Distributors

HAS CQMPAREX Grightstrand

(Hungary)
High Availability (UK- Europe)

Systems (Japan)
. 1 o — South Korea
desis
|

(Mexico)

TandemSoft (Pty) Ltd r“DlENEKIS
(South Africa) [ lmemeensee

(Greece)
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Compliance and regulations

 Regulatory Compliance
— International / Cross-national /
National
« (US) HIPAA, SOX
(Canada) PIPEDA, Bill 198

(EU) Directives 95/46/EC,
OECD Guidelines, GLBA

(Aus) Privacy Act (2001),
CLERP-9 (SOX)

(Japan) J-SOX

— Industry Initiatives
 PCI, Basel ll
 EU directive for Telcos
« HIPAA
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Foundation for a Compliance Strategy
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So what does CSP focus on ?

Encryption

Authorization

Bulolluow awi [eay

Authentication
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®
m CSP Product Suite
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CSP Product Suite

Integrity Ready

Partner

 ProtectXP Security Suite

— Easy Safeguard Management (Protect)

— Comprehensive Audit Reporting (AuditView)

— Real Time Intrusion Detection and Alerts
(Alert-Plus)

— Security Compliance Verification (TSA)

e User Accountability
— Control, filter and audit user access
(CSP PassPort)

10



ml | CSP Security.com
! SOLUTIONS FOR HP NOMSTOP SERVERS

CSP Product Suite (Cont’d)

Password Management
— User Network Password Management and Quality (NetPass)
— RSA Two- Factor Authentication
(CSP Authenticator)
Encryption Products

— Secure Server for Telnet Access
 (CSP Client Shield)

— Secure FTP File Transfer
« (CSP FTP Shield)

Centralized IdM (LDAP)

Integrity Ready ( ]®
Partner 6/” 11
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Protect®XP

« Safeguard Management g

Policy Edit “iew Tools Help

« User Management and AN NN FALALE R I
Open Save  Find Options Preview Print  Unlock Grant Read  ‘Wite Execute Puge  Create Owner All Clear
1 profile| USER-TEST-3|USR-TEST-1 |USR-TEST-2

Accountability i B I
« Policy Management el
 Object Management -

e Security Compliance
Reporting

e Intrusion Detection R
* Audit Reporting —

OBJ-TEST-3 RWEFCO

12
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 Powerful reporting
package for Safeguard
audit

o Capability to sort data
from multiple systems

e Provides archive
capability to compress
and store audit data

e Generates customizable

reports using an easy
point and click GUI

AuditView®

* Select PassPort Audit Report. [ _ O]
i~ System i
i+ Single Ve '] ¢~ Broadcast
Mame 1Desc:ripti0n jModified ;Head Orly 1ﬂ
1 P I Uszer Logons by User and Time 5/8/01 4:04:40 P 4
2 PAUDO2 User Lagons by Outcome 548401 4:05:05 P &
3 FaLDO3 Uszer Failed Logon Attempts 5/8/01 4:05:15 P ®
4 FaLD04 Uszers forced to logoff 54801 4:05:23 P 5
5 FaLDOS Programs that successfully opened a terminal E/1/01 9:16:10 Ak it
B FaLDOE [Brief] Programs that successfully opened a terminal | BA1/00 S:16:24 Ak 4
7 PAUDO7 Programs that failed ta open a terminal EA1/01 S:16:32 AM &
a FaLDOS [Brief] Programs that failed to open a teminal E/1/01 9:16:40 Ak it
9 FaALDOS Commands entered by selected users 843000 8:21:57 AW 4
10 FaUD10 Unauthorized commands entered by selected uzers  8/30/01 8:22:08 A #
11 PaLD1 All events for selected terminals EA1/01 9:17:04 A ¥
12 PaAUD12 [Brief] All events for selected terminals BA101 S17:12 AM %
13 PaUD13 Statistics for all user events 5/8/01 4:07:44 PM i
14 FalD14 Adminiztrator Logons 5/8/01 4:07:52 P 4
15 PAUDTS Adminiztratar Logons by Outcome 54801 4:08:01 P &
16 FaAUD1E Adminiztrator Failed Logon Attempts 5/8/01 4:08:09 P it j
Ok l Cancel Apply ]
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Alert-Plus®

. 0 ") Alert-Plus - |0] %]
= IS S u es I m m ed I ate al erts IePlsttions Tools Wiew ‘window Help “

When a Securlty pOIICy ha'S M% Sﬁl S% EE Rl S Whols 0
been breached onitor Scheduler Spooffiew Edior Rules | Session Status Whals On?

* Allows for user- o _esx
programmable rules (and a } QIEFOGL FALED LOGON ASCSPGAYLE BY, AT VCZTND RIS
rules wizard) akauL S ATHK2$ZTND#PTWHV4G

 Allows simple or complex

rules, which involve several
conditions that OCCUr over W 42502 122503PM W23APOGL FAILED LOGON AS testerone, BY GAGAYLE, AT WK2SZTND HPTWHYAG

t | me [ 4/25/02 12 2503 PM W2SAPOGL  FALED LOGON A5 tester.ane, BY Qﬂ\ GAYLE ATARZ, $ZTND ﬂPTWHWE

e Enables real time actions

« BUILTINS allow you to
define a complete rule in a
single statement

Wew

5 (Running) Al systems

14
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Tandem Security Analyzer

A report generator that
automatically audits and
analyzes the security of HP
NonStop® systems.
— Key Features:
» Detect security loopholes:
— Weak passwords
— Orphan files
— Embedded logons
« Identify exceptions:
— Unauthorized Licensed
or Progid'd programs.
— Unauthorized access

to sensitive files and
programs

302 .ILEPTZel .CSPSEV Version 3.40 - System “PROTECT 30 Jun 08, 14:41
Copyright (T} 153%7-200¢ Computer Security Products Inc.
Bun by: SUPER._SUPER (255, 255} at S$VSSCT

CHECK TACL

Checking TACL configuration
This checks the TACL CONFIGUERATION attributes. These velues control LOGON and
LOGOFF processing by TACL.

MO1-02004 Warning: The AUTOLOGOFFDEIALY attribute is set to -1.
BEECOMMENDATION: Set AUTOLOGOFFDELAY to 15. HMNote: The RUTOLOGOFFDELLY
setting determines how many minutes TRACL delays before
logging off an idle terminal.

MO1-0200¢ Warning: The BEMOTESUPERID sttribute is set to -1.
EECOMMENDATION: Set BEMOTESUPERID to 0. Note: If the wvalue of
BEEMOTESUPERID is zero, TACL will not permit users at
remote termingls to logon 25 the SUPER ID. (R remote
terminal is one comnected to snother system in the
network) .

MD01-02005 Warning: The CMONTIMEOUT attribute is set to 10.
EECOMMENDATION: Set CMONTIMEQUT to 30. HNote: This velue specifies the
number of seconds TACL is to wait for =2 reply from $CHMON.

M01-02014 Observe: The BELINDLOGOM attribute is controlled by SLFEGURRD.
EECOMMENDATION: Exzmine the CHECE SAFEGURED section of this report.

MD01-02015 Observe: The MAMELOGON asttribute is controlled by SLAFEGUAERD.
EECOMMENDATION: Examine the CHECE SAFEGTRRD section of this report.

MO1-0201¢ Werning: The STOPONFEMODEMEER =sttribute is set to 0.
BEECOMMENDATION: Set STOPONFEMODEMEER to -1.

DROTECT XP (2.€l). Security Anzslysis Beport Page 2
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CSP Passport®

e User and command control,

° p asswo rd q u a| |ty * Group Profile - Update - \WARTHOG [0/
en fo rC em ent ‘ Prms Teﬁals Sgp Members
= C O m p re h e n S i V e a.u d i ti n g Group Profie: L3P Associsted Guardian Name/\D
 allocates and filters user S i
access to systems, _
p ro g ram S an d C O m m an d S . Passwuldl Accountl Audt Everts | Advanced Access Times | IF‘Addlessl
° Merged AUdIt. Interrogatlon 01 2345%8.1?8910111212345Pbg?891ﬂ11 Ll |
using the Safeguard i ,
reporting tool Auditview ek =
Thursday
;gctljfday
Sunday

14 | Cancel |
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easily manage passwords on
many nodes at once

This can be achieved
through the GUI or from the
command line interface

CSP NetPass can operate
with or without Safeguard
installed.

CSP NetPass®

Select User |
Syztem
W2 |
sersz
- g SECURITI [200,] ]
- ol SECURITY [254.7
[ :h. 55 [240.7]
= gl SUPER [255.]
ip SUPER DavID [255.020] T
SUPER. DUMMYT [255,006]
SUPER.OPER [255,254] ]

ok |

Cancel |
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CSP SpoolView®

 As well as simplifying
spooler job management
and viewing, CSP SpoolView
can also:
"4 CSP SpoolView - |K2.$5PLS L (o] x|

— Email your jobs using R — _ S
your default email |8 B [ nle et | 2 & B -] 2 M

[ Spstem T =
p ro g ram ‘:.;?JiémN.:;e:Neighborho - He SUPER SUPER 18 255,285
5 g tEgP [E 1140 HLD HBACKLP SUPER SUPER 401 256,255 121
. . =) =] 1203 HLD HBACKUP SUPER SUPER 429 256,255 128
- DI S C Over W h I C h System S ; ::g ::';Eg 31138 HLD H#EKURJOE BACKUP 255255 403 2E5255 121
ilabl d vi Fses S el v B R N
are aval a e an V I eW i a%ﬁ:spm @1302 HLD HEKUPIOR SUPER SUPER 1 256,255 128
which s poo lers are Jii? N WSt sUMeR SURch @ owo
5 El4se HLD HCMPRET SUPER SUPER 9 256,255
available on each system = © = mam i =5
. . El 01 HLD HCMPRET SUPER SUPER 20 255,255
— Download print jo bs to g e ey  NeR o w2
[E]077 HLD HCMRLLES SUPER SUPER 18 265,255
(R T T e ¥ | =1 NI N =3 CIIPFR CIIPER 18 7R 7RR

your PC

M2 liay

— Save jobs as an edit file,
plain text or as HTML on
the NonStop Server

— Save jobs as HTML or
RTF (rich text format) on
your PC 18
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« CSP Navigator
— Managing OSS
objects

— Introduce security
policies for OSS

e CSP NIMS
— |dM Interface
— LDAP compliant

New Products and
Developments

e CRM (Compliance
Reporting Module)
— Report on gaps to

iIndustry standards
and reqgulations

— SOX, Basel Il, PCI,
HIPAA,

19
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CSP’s Value Add.

e (CSP can:

Help in implementing and managing security policies.
Provide a proven solution to meet compliance and audit
requirements

Simplify all aspects of Nonstop security management with
easy to use GUIs

Complement and enhance the security services of HP

e CSPis:

A Professional and flexible organization - easy to work with.

— Provider of proven, reliable products and services.

20
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So Iif you...

 are forced to comply with security regulations / regular audit
requirements,

e« want to improve the security concept for your Nonstop systems
 simplify security management on your Nonstop systems,

 Want to identify potential loopholes on your current system
and want to know how to close them,

 Want to be able to better track activities on your system and
detect and react to suspicious activities,

e are interested to simply learn more about CSP,

.... Please come and talk to us !
21
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Please contact Thomas Leeb for additional Information

thomasl@CSPsecurity.com
+43 699 1856 3888
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