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About CSP

NonStop® DSPP Partner
since 1987.

e Incorporated in 1988.
e Based in Toronto, Canada.

Develop, Support and
Distribute Security and Audit
Solutions for the HP
NonStop® Market.

Strong skill set and
experience Iin data security
technologies.

Focused on Product and
Customer Growth.
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About CSP

Over 250 Customers and over 1000+
licenses World Wide.

Customers include: Business Pariner

e 7 of the world’s top 10 banks @®

e Major Stock Exchanges

invent

e Defense and Healthcare
organizations

e Telecommunications providers

e Manufacturers Integrity Reqdy (éﬁ]@)
CSP Products are: Partner

e [tanium ready.

invent

e Innovative.
e Easy to use with GUI interfaces.
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Security And Audit Demand

In the past few years there has been an
Increased focus on security.

e This focus has been shifting to address
Internal security as well as external threats.

e |Industry regulations such as Sarbanes Oxley
and HIPPAA have set standards for
compliance.

e This has created a demand for increased
Security and Audit within the NonStop®
Install base.

e CSP’s products and services complement and
Improve NonStop® Security and provide
enhanced ease of use.



USING SECURITY CONTROLS WITH YOUR NonStop® SYSTEMS TO
ADDRESS COMPLIANCE REQUIREMENTS

= COMPLIANCE REQUIRES EFFECTIVE AND AUDITABLE MEASURES IN PLACE
= SARBANES-OXLEY EMPHASIZES PREVENTION AND DETECTION

COMPUTER SECURITY PRODUCTS(CSP) PROVIDES THE FOLLOWING THREE-PRONGED
APPROACH TO COMPLIANCE FOCUSING ON PREVENTION AND DETECTION:

1.ldentify System-Specific Risks

Every platform has unique settings that are avenues to be tested for unauthorized
access. CSP automates the identification of these settings and makes clear
recommendations on how to effectively address these risks.

2.Configure Effective Controls

Effective controls need to be configured not only within the security monitor,
SAFEGUARD®, but also within powerful subsystems. CSP does both.

3.Automate Testing and Monitoring

Audit records that are never reviewed are NOT an effective control. CSP has the
premier audit interfaces for Tandem systems: AuditView®, CSP Passport® and Alert
Plus®.
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CSP Product Suite

Integrity Ready [ﬁ]“
Security Management Parmer ﬁ

Easy Safeguard Management trvent
Comprehensive Audit Reporting

Real Time Intrusion Detection and Alerts

Security Compliance Verification

User Accountability
Control, filter and audit user access

Password Management
User Network Password Management and Quality

RSA Two- Factor Authentication



CSP Product Suite (Contn’d.)

Encryption Products

§ Secure Server for Telnet Access
§ Encrypted File Transfer

§ Encrypted TCP/IP Traffic

§ Secure Printing

Development Tools
§XML Enabler
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Protect XP®

eSafeguard
Management

1§ Access Matrix: \PROTECT. $D2.¥LADP2 (LOCKED)
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AuditView®

ePowerful reporting
package for Safeguard
audit

eCapability to sort data
from multiple systems

eProvides archive
feature to compress
and store audit data

eGenerates
customizable reports
using an easy point
and click GUI

I Select PassPort Audit Report. |_ O] ]
— Spstem
= Single |M '; ~ Broadeast

M ame Diescription iModified iHead Only |_A__

i PAIDO User Logons by User and Time 58701 4:04:40 PM z ptl
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3 PAUDOZ User Failed Logon Attempts 5/8/01 4:05:15 P ®
4 PALDD4 Users forced to logoff 5/8/01 4:.05:23 PM 3
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15 PALUD1S Administrator Logons by Outcome 5/8/01 4:.08:01 PM &

16 PALD1G Adminiztrator Falled Logon Attempts 5/8/01 4:08:09 P it ‘:J

0k I Cancel Apply |




Alert-Plus®

e|ssues immediate alerts
when a security policy has
been breached

eAllows for user-
programmable rules (and a
rules wizard)

eAllows simple or complex
rules, which involve several
conditions that occur over
time

eEnables real time actions

<BUILTINS allow you to
define a complete rule in a
single statement

PJ,. Alert-Plus
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Tandem Security Analyzer

A report generator that
automatically audits and
analyzes the security of HP
NonStop® systems.

e Key Features:
— Detect security loopholes:
— Weak passwords
— Orphan files
— Embedded logons
— ldentify exceptions:

— Unauthorized Licensed
or Progid'd programs.

— Unauthorized access to
sensitive files and
programs

502 LEPT2£]1 (CSPSEV Version 3.40 - System \PROTECT 30 Jun 0g, 14:41
Copyright (C} 195%7-200¢ Computer Security Products Inc.
Run by: SUPER.SUPER (255, 255} =t $VSSCT

CHECKE TACL

Checking TACL configuration
This checks the TACL CONFIGURATION attributes. These values control LOGON and
LOGOFF processing by TACL.

M01-02004 Warning: The AUTOLOGOFFDELAY sttribute is set to -1.
EECHMMENDATION: Set AUTOLOGOFFDEILY to 15. Note: The AUTOLOGOFFLELAY
setting determines how many minutes TRCL delsys before
logging off an idle terminsl.

M01-0200€ Warning: The BEMOTESUPERID sttribute is set to -1.
EECOMMENDATION: Set EEMOTESUPERID to 0. Note: If the wvalue of
REMOTESUBERID is =zero, TACL will not pemit users at
remote terminals to logon as the SUPER ID. (A remote
terminal is one comnected to another system in the
network) .

M01-02005 Warning: The CMONTIMEOUT attribute is set to 10.
EECMMENDATION: Set CMONTIMEOUT to 30. HNote: This value specifies the
mmber of seconds TACL is to weit for a reply from $CMON.

M01-02014 Cbserve: The ELINDLOGON attribute is controlled by SAFEGUARD.
EECOMMENDATION: Examine the CHECE SAFEGURRD section of this report.

M01-02015 Cbserve: The MAMELOGON attribute is comtrolled by SAFESURED.
EECOMMENDATION: Examine the CHECE SAFEGURRD section of this report.

M01-0201€ Warning: The STOPCNFEMODEMEER attribute is set to 0.
EECOMMENDATION: Set STOPONFEMODEMEER to -1.

PROTECT XP (Z.€l). Security Lnalysis Beport Dage Z



CSP Passport®

eProvides user and
command control, password
guality enforcement and
comprehensive auditing

«CSP Passport allocates and
filters user access to
systems, programs and
commands.

<Also monitors all user
terminal input/output
operations and provides an
early warning for errors and
non-permissible functions.

Merged Audit:
Interrogation using the
Safeguard reporting tool
Auditview
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CSP NetPass®

«CSP NetPass is an efficient

- - SeloctUser
time saving tool that allows E
Users and/or Administrators Zusthlh
to easily manage passwords 'Kz ~]
on many nodes at once

zers
This can be achieved _;,'.'..*:i SECLRITI [200,7] -]
thrOugh the GUl or from the ] _4:# SECLRITY [254 4]
command line interface - oy 55 (2407
«CSP NetPass can operate =1 i SUPER [255]
with or without Safeguard g SERUSY SRR
Installed. If installed, CSP - SR OUMMG e
NetPass WI” use the g0 SUPER.OPER [255,254] _ﬂ
Safeguard interface to
change passwords. ok | conca |

eThe CSP NetPass GUI
allows browsing of the
network for User or Alias
IDs



CSP SpoolView®

As well as simplifying spooler
job management and viewing,
CSP SpoolView can also:

< Email your jobs using your
default email program

e Discover which systems are
available and view which
spoolers are available on
each system

e Download print jobs to your
PC

e Save jobs as an edit file, plain
text or as HTML on the
NonStop Server

e Save jobs as HTML or RTF (rich
text format) on your PC

"4 CSP SpoolView - K2.$5PLS
File ‘iew Tools Help
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CSP Authenticator

e RSA user authentication technology for HP NonStop®
Servers. RSA token is widely trusted and used for
authentication using 2-Factor Token ldentification
Techniques.

e Functions with or without SAFEGUARD, and communicates
via TCP/IP with RSA Authentication Manager.
e CSP Authenticator runs in two modes:

— As a Pathway Server, CSP Authenticator can be called
from a user application to authenticate users.

— As a SAFEGUARD SEEP, CSP Authenticator processes all
calls to USER_AUTHENTICATE, which includes all logons
via TACL and SAFEGUARD.

RSA

LSECURITY"



eComForte GmbH develops
high-performance host
connectivity and encryption
software for users of HP

WEB & Encryption

NonStop® systems.

CSP i1s a Comforte

Development partner.

«CSP distributes the
Comforte product suite

W(c

comY/orte

eSeCurTN®

eSecurFTP®

eSecurCsS®

eSecurPrint®



XML Thunder® for NonStop®

XML Thunder® is a proven
Windows based designer
and C as well as COBOL
code generator for multiple
platforms and Operating
Systems which now includes
HP NonStop.

|t allows C and COBOL
language XML document
level interfaces, to read or
write (i.e. parse or create)
XML documents.

ehttp://nonstop.xmlthunder.com/

Data in
XML format ]

Your COBOL program

CALL XML Reader passing XML data in text
buffar and recieve populated COBOL variabiles
and status information

* perform business kogic using data in regular
COBOL data structure

L 9

CALL data Return data
‘contains XML doc  *containg
PIC X} « data parsed from XML
“xrmll= L s e o i redgular COBOL

data structures
* Siatus information

4 Y

XML Reader (i.e. parser)

subprogram generated
by XML Thunder

Canam Software



cCsS&™ CSP Security

Computer Security Products Inc.

Services




CSP Security Services

Security Services
e Security Assessment
e Security Health check

e Security Architecture Design &
Implementation

e Security Training:
— CSP Training Centre
— On Site (Local / Remote)



CSP’s VValue Add.

CSP can:
e Assist In meeting your security and audit needs.

e Provide a proven and easy to use solution to
meet compliance requirements

e Complement and enhance Safeguard for
NonStop System

CSP is:
e A Professional organization.
e Flexible and easy to work with.

e Provider of proven, reliable products and
services.









